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1.1

2,638

96

2,542

TCP/80 796
10

786

TCP/443 497

497
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2.1
2,000
1,000
0
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2,638
96
2,542
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3.2
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0 500 1,000 1,500 2,000

not-applicable 82
skype

unassigned-ip-prot
web-browsing

ftp

twitter-base
facebook-base

youtube-base

ping
dns
— ~ ~ —~
#o _ |
1 not-applicable - 1,882
2 skype 5 210
3 unassigned-ip-prot 1 110
4 web-browsing 4 33
5 ftp 5 28
5 twitter-base 2 28
7 facebook-base 4 23
8 youtube-base 4 20
9 ping 2 19
10 dns 4 17
- 268
2,638
3.3
2,000

1,500

1,000
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1 2 3 45 6 7 8 9 101112 13 14 15 16 17 18 19 20 21 22 23 24 25 26 27 28 29 30 31
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0 500 1,000 1,500 2,000

ip-protocol
voip-video
social-networking
internet-utility
photo-video
file-sharing

email
infrastructure

storage-backup

#
1 1,896
2 ip-protocol 235
3 voip-video 220
4 social-networking 67
5 internet-utility 52
6 photo-video 34
7 file-sharing 28
8 email 26
9 infrastructure 21
10  storage-backup 16
43
2,638
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200

400

600

800

TCP/80

TCP/443
UDP/53
TCP/33033
TCP/12350
TCP/21
UDP/33033
TCP/23
TCP/40022

TCP/5222
—~ — — ~

#
1 TCP/80 796
2 TCP/443 497
3 UDP/53 395
4  TCP/33033 193
5 TCP/12350 106
6 TCP/21 64
6 UDP/33033 64
8 TCP/23 37
9 TCP/40022 29
10  TCP/5222 27
161
2,369

3.5

#
1 2ch 2 social-networking 3 3
2 3pc 1 ip-protocol 1 1
3 activenet 1 ip-protocol 1 1
4 any-0hop-protocol 1 ip-protocol 1 1
5 argus 1 ip-protocol 1 1
6 aris 1 ip-protocol 1 1
7 ax.25 1 ip-protocol 1 1
8 bbn-rcc-mon 1 ip-protocol 1 1
9 bna 1 ip-protocol 1 1
10  br-sat-mon 1 ip-protocol 1 1
11  cbt 1 ip-protocol 1 1
12 cftp 1 ip-protocol 1 1
13  chaos 1 ip-protocol 1 1
14  compag-peer 1 ip-protocol 1 1
15 cotp 1 infrastructure 1 1
16  cphb 1 ip-protocol 1 1
17 cpnx 1 ip-protocol 1 1
18 crtp 1 ip-protocol 1 1
19  crudp 1 ip-protocol 1 1
20  dccp 1 ip-protocol 1 1
21 dcn-meas 1 ip-protocol 1 1
22 ddp 1 ip-protocol 1 1
23 ddx 1 ip-protocol 1 1
24  dfs 1 ip-protocol 1 1
25  dgp 1 ip-protocol 1 1




26 dns 4 infrastructure 3 17
27  dsr 1 routing 1 1
28  egp 1 routing 1 1
29  eigrp 2 routing 1 1
30  emcon 1 ip-protocol 1 1
31  encap 1 ip-protocol 1 1
32 etherip 3 ip-protocol 1 1
33  exp 1 ip-protocol 2 2
34 | facebook-base 4 social-networking 4 23
35  facebook-chat 3 instant-messaging 1 15
36  facebook-social-plugin 3 social-networking 2 13
37  fibre-channel 2 ip-protocol 1 1
38  fire 1 ip-protocol 1 1
39 ftp 5 file-sharing 5 28
40  ggp 1 ip-protocol 1 1
41  gmail-base 4 email 1 12
42 gmtp 1 ip-protocol 1 1
43  gre 2 routing 1 1
44 hip 1 ip-protocol 1 1
45  hmp 1 ip-protocol 1 1
46  host 1 ip-protocol 1 1
47  http-video 5 photo-video 2 2
48  iatp 1 ip-protocol 1 1
49  icmp 4 ip-protocol 1 1
50  idpr 1 routing 1 1
51  idpr-cmtp 1 routing 1 1
52  idrp 1 routing 1 1
53  ifmp 1 ip-protocol 1 1
54  igmp 1 routing 1 1
55  igp 1 routing 1 1
56 il 1 ip-protocol 1 1
57  i-nlsp 1 ip-protocol 1 1
58  ipcomp 1 ip-protocol 1 1
59  ipcev 1 ip-protocol 1 1
60  ip-in-ip 1 ip-protocol 1 1
61  ipip 1 ip-protocol 1 1
62 iplt 1 ip-protocol 1 1
63  ippc 1 ip-protocol 1 1
64  ipsec-ah 1 encrypted-tunnel 1 1
65  ipsec-esp 2 encrypted-tunnel 1 1
66  ipv6 1 ip-protocol 1 1
67  ipv6-frag 1 ip-protocol 1 1
68  ipv6-icmp 1 ip-protocol 1 1
69  ipv6-nonxt 1 ip-protocol 1 1
70  ipv6-opts 1 ip-protocol 1 1
71 ipv6-route 1 ip-protocol 1 1
72 ipx-in-ip 1 ip-protocol 1 1
73 irtp 1 ip-protocol 1 1
74 isis 1 routing 1 1
75  iso-ip 1 ip-protocol 1 1
76  iso-tp4 1 ip-protocol 1 1
77  Kkryptolan 1 ip-protocol 1 1
78  12tp 2 remote-access 1 1
79  lan 1 ip-protocol 1 1
80 larp 1 ip-protocol 1 1
81 leaf-1 1 ip-protocol 1 1
82  leaf-2 1 ip-protocol 1 1
83  manet 1 ip-protocol 1 1
84  merit-inp 1 ip-protocol 1 1
85 mfe-nsp 1 ip-protocol 1 1
86  micp 1 ip-protocol 1 1
87 mobile 1 ip-protocol 1 1
88  mobilehdr 1 ip-protocol 1 1
89  mpls-in-ip 1 ip-protocol 1 1
90  ms-ds-smb 3 storage-backup 2 16
91 mtp 1 ip-protocol 1 1
92 mux 1 ip-protocol 1 1
93  narp 1 ip-protocol 1 1
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134
135
136
137
138
139
140
141
142
143
144
145
146
147
148
149
150
151
152
153
154
155
156
157
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159
160
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netbios-ns
netblt
niconico-douga
not-applicable
nsfnet-igp
ntp

nvp-ii

ospf

pgm

pim

ping

pipe

pnni

pop3
private-enc
prm

ptp

pup

pvp

gnx
reliable-data
rohc

rsvp
rsvp-e2e-ignore
rvd
sat-expak
sat-mon
scc-sp

scps

sctp

sdrp
secure-vmtp
shimé

skip

skype
skype-probe
sm

smp

smtp

snp
sprite-rpc
sps

srp

sscopmce

ssh

ssl

st

stp

sun-nd

swipe

syslog

tcf

telnet

tlsp
tp-plus-plus
trunk-1
trunk-2

ttp
twitter-base
udplite

unassigned-ip-prot

unknown-tcp
unknown-udp
uti

vines

visa

vmtp

vrrp
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infrastructure
ip-protocol
photo-video

ip-protocol
infrastructure
ip-protocol
routing
ip-protocol
routing
internet-utility
ip-protocol
ip-protocol
email
ip-protocol
ip-protocol
ip-protocol
ip-protocol
ip-protocol
ip-protocol
ip-protocol
ip-protocol
ip-protocol
ip-protocol
ip-protocol
ip-protocol
ip-protocol
ip-protocol
ip-protocol
ip-protocol
routing
ip-protocol
ip-protocol
ip-protocol
voip-video
voip-video
ip-protocol
ip-protocol
email
ip-protocol
ip-protocol
ip-protocol
ip-protocol
ip-protocol
encrypted-tunnel
encrypted-tunnel
ip-protocol
ip-protocol
ip-protocol
encrypted-tunnel
management
ip-protocol
remote-access
ip-protocol
ip-protocol
ip-protocol
ip-protocol
ip-protocol

social-networking

ip-protocol
ip-protocol

ip-protocol
ip-protocol
ip-protocol
ip-protocol
ip-protocol
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162  wb-expak 1 ip-protocol 1 1
163  wh-mon 1 ip-protocol 1 1
164  web-browsing 4 internet-utility 3 33
165 wesp 1 ip-protocol 1 1
166  wsn 1 ip-protocol 1 1
167 xnet 1 ip-protocol 1 1
168 xns-idp 1 ip-protocol 1 1
169 xtp 1 ip-protocol 1 1
170 | yahoo-mail 3 email 3 8
171  youtube-base 4 photo-video 3 20
- 2,638

3.6

#

1 2ch 2 social-networking TCP/80 3
2 3pc 1 ip-protocol - 1
3 activenet 1 ip-protocol - 1
4 any-0hop-protocol 1 ip-protocol - 1
5 argus 1 ip-protocol - 1
6 aris 1 ip-protocol - 1
7 ax.25 1 ip-protocol - 1
8 bbn-rcc-mon 1 ip-protocol - 1
9 bna 1 ip-protocol - 1
10  br-sat-mon 1 ip-protocol - 1
11  cbt 1 ip-protocol - 1
12 cftp 1 ip-protocol - 1
13  chaos 1 ip-protocol - 1
14 compag-peer 1 ip-protocol - 1
15 cotp 1 infrastructure TCP/3389 1
16  cphb 1 ip-protocol - 1
17 cpnx 1 ip-protocol - 1
18 crtp 1 ip-protocol - 1
19  crudp 1 ip-protocol UDP/0 1
20  dccp 1 ip-protocol - 1
21  dcn-meas 1 ip-protocol - 1
22 ddp 1 ip-protocol - 1
23 ddx 1 ip-protocol - 1
24 dfs 1 ip-protocol - 1
25  dgp 1 ip-protocol - 1
26 dns 4 infrastructure UDP/53 17
27  dsr 1 routing - 1
28  egp 1 routing - 1
29  eigrp 2 routing - 1
30  emcon 1 ip-protocol - 1
31  encap 1 ip-protocol - 1
32 etherip 3 ip-protocol - 1
33  exp 1 ip-protocol - 2
34  facebook-base 4 social-networking TCP/443 8
TCP/80 15
23
35  facebook-chat 3 instant-messaging TCP/5222 15
36  facebook-social-plugin 3 social-networking TCP/80 13
37  fibre-channel 2 ip-protocol - 1
38  fire 1 ip-protocol - 1
39 ftp 5 file-sharing TCP/21 28
40  ggp 1 ip-protocol - 1
41  gmail-base 4 email TCP/443 12
42 gmtp 1 ip-protocol - 1
43  gre 2 routing - 1
44  hip 1 ip-protocol - 1
45  hmp 1 ip-protocol - 1
46  host 1 ip-protocol - 1
47  http-video 5 photo-video TCP/80 2
48  iatp 1 ip-protocol - 1
49  icmp 4 ip-protocol - 1
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98

99

100
101
102
103
104
105
106

idpr
idpr-cmtp
idrp

ifmp

igmp

1gp

il

i-nlsp
ipcomp
ipcv
ip-in-ip
ipip

iplt

ippc
ipsec-ah
ipsec-esp
ipv6
ipv6-frag
ipv6-icmp
ipv6-nonxt
ipv6-opts
ipv6-route
ipx-in-ip
irtp

isis
iso-ip
iso-tp4
kryptolan
12tp

lan

larp
leaf-1
leaf-2
manet
merit-inp
mfe-nsp
micp
mobile
mobi lehdr
mpls-in-ip
ms-ds-smb
mtp

mux

narp
netbios-ns
netblt
niconico-douga
not-applicable

nsfnet-igp
ntp

nvp-ii
ospf

pgm

pim

ping

pipe

pnni
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routing
routing
routing
ip-protocol
routing
routing
ip-protocol
ip-protocol
ip-protocol
ip-protocol
ip-protocol
ip-protocol
ip-protocol
ip-protocol
encrypted-tunnel
encrypted-tunnel
ip-protocol
ip-protocol
ip-protocol
ip-protocol
ip-protocol
ip-protocol
ip-protocol
ip-protocol
routing
ip-protocol
ip-protocol
ip-protocol
remote-access
ip-protocol
ip-protocol
ip-protocol
ip-protocol
ip-protocol
ip-protocol
ip-protocol
ip-protocol
ip-protocol
ip-protocol
ip-protocol
storage-backup
ip-protocol
ip-protocol
ip-protocol
infrastructure
ip-protocol
photo-video

ip-protocol
infrastructure
ip-protocol
routing
ip-protocol
routing
internet-utility
ip-protocol
ip-protocol

TCP/445 1

UDP/137

1
PNNRPRPRRPRORRPRRPRRPRPRPRRPRPRPRPRRPREPRPRRPREPRPRRPRREPREPRRPREPRPRPRREPRPRPRREPREPRPRRPREPREPRREPRERRERR

TCP/80 12
TCP/110 15
TCP/12350 57
TCP/139 6
TCP/21 36
TCP/22 6
TCP/23 33
TCP/25 21
TCP/33033 193
TCP/40022 27
TCP/443 396

1,092

1,882
- 1
UDP/123 1
- 1
- 1
- 1
- 1
- 19
- 1
- 1
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3.
___________________________________________________________________________________________________________________________|

107
108
109
110
111
112
113
114
115
116
117
118
119
120
121
122
123
124
125
126
127
128

129

130
131
132
133
134
135
136
137
138
139

140
141
142
143
144
145
146
147
148
149
150
151
152

pop3
private-enc
prm

ptp

pup

pvp

gnx

reliable-data

rohc
rsvp

rsvp-e2e-ignore

rvd
sat-expak
sat-mon
scc-sp
scps

sctp

sdrp
secure-vmtp
shimé
skip
skype

skype-probe

sm
smp

smtp

snp
sprite-rpc
sps

srp
sscopmce
ssh

ssl

st

stp

sun-nd

swipe

syslog

tcf

telnet

tlsp
tp-plus-plus
trunk-1
trunk-2

ttp
twitter-base
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email
ip-protocol
ip-protocol
ip-protocol
ip-protocol
ip-protocol
ip-protocol
ip-protocol
ip-protocol
ip-protocol
ip-protocol
ip-protocol
ip-protocol
ip-protocol
ip-protocol
ip-protocol
ip-protocol
routing
ip-protocol
ip-protocol
ip-protocol
voip-video

voip-video

ip-protocol
ip-protocol
email

ip-protocol
ip-protocol
ip-protocol
ip-protocol
ip-protocol

encrypted-tunnel
encrypted-tunnel

ip-protocol
ip-protocol
ip-protocol

encrypted-tunnel

management
ip-protocol

remote-access

ip-protocol
ip-protocol
ip-protocol
ip-protocol
ip-protocol

social-networking

TCP/110

TCP/12350
TCP/13392
TCP/40005
TCP/40006
TCP/40021
TCP/40022
TCP/40023
TCP/40031
TCP/443
TCP/80

UDP/13392
UDP/21310
UDP/40006
UDP/40012
UDP/40021
UDP/443

UDP/47795

TCP/25

TCP/22
TCP/25
TCP/443
TCP/80

UDP/514

TCP/23

TCP/443
TCP/80

a1~ S
OCONRPNRPRRPROOORRRPRRPRRREPRPRREPREPRRPREPRPRREPREPRREREW

N
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153
154
155

156

157
158
159
160
161
162
163
164
165
166
167
168
169
170
171

3.7

2

udplite

unassigned-ip-prot

unknown-tcp

unknown-udp

uti

vines

visa

vmtp

vrrp
wh-expak
wb-mon
web-browsing
wesp

wsn

xnet
xns-idp

xtp
yahoo-mail
youtube-base

ip-protocol

voip-video

social-networking

internet-utility

photo-video

1 ip-protocol
1 ip-protocol

ip-protocol
ip-protocol
ip-protocol
ip-protocol
ip-protocol
ip-protocol
ip-protocol
internet-utility
ip-protocol
ip-protocol
ip-protocol
ip-protocol
ip-protocol
email
photo-video

BAWRRRPRPRRARRREPRRRE

not-applicable
unknown-udp
unknown-tcp

unassigned-ip-prot
exp

3pc

activenet
any-0hop-protocol
argus

aris

ax.25

bbn-rcc-mon

bna

skype
skype-probe

twitter-base
facebook-base
facebook-social-plugin
2ch

web-browsing
ping

youtube-base
niconico-douga

Il PP RPRRPRPPRPRPRP R

A I NI NDOBRENIT NOI

UDP/0 1
- 110
TCP/23 2
TCP/80 1
3

UDP/10381 1
UDP/12132 1
UDP/13392 1
UDP/16605 1
UDP/3407 1
UDP/35028 1
UDP/36294 1
UDP/43160 1
UDP/44602 1
UDP/56484 1
1

11

- 1
- 1
- 1
- 1
- 1
- 1
- 1
TCP/80 33
- 1
- 1
- 1
- 1
- 1
TCP/80 8
TCP/80 20
2,638

6 1,882

1 11

2 3

- 1,896

110 110

2 2

1 1

1 1

1 1

1 1

1 1

1 1

1 1

1 1

- 115

- 235

2 210

1 10

- 220

3 28

4 23

2 13

3 3

- 67

3 33

3 19

- 52

3 20

2 12

12



http-video 2
34

28

12

8

3

3

26

17

2

1

1

21

16

43
2,638

7 file-sharing ftp

8 email gmail-base
yahoo-mail
pop3
smtp

9 infrastructure dns
netbios-ns
cotp
ntp

10  storage-backup ms-ds-smb

WINFENDL OO 01
I N T PPN WOWOWWERL O N

w
[ee)

email

encrypted-tunnel

file-sharing

infrastructure

instant-messaging

internet-utility

ip-protocol 23
management

photo-video

10  remote-access

11 routing 1
12 social-networking

13 storage-backup

14 voip-video

©oOo~NoOOTA~WN - H

I ONNNOTWWOROWE M~MOOONO
[y

# | |
1 TCP/80 not-applicable
skype
web-browsing
twitter-base
youtube-base
facebook-base
facebook-social-plugin
niconico-douga
yahoo-mail
2ch

I NDNwPhrWAPANDDMOLI
=
ol

1
~
©
»

2 TCP/443 not-applicable
skype
gmai l-base
facebook-base
ssl
twitter-base

I NG
oo

497

3 UDP/53 not-applicable 378
dns 4 17

- 395

4 TCP/33033 not-applicable - 193
5 TCP/12350 not-applicable - 57
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skype 5 49

- 106

6 TCP/21 not-applicable - 36
ftp 5 28

- 64

6 UDP/33033 not-applicable - 64
8 TCP/23 not-applicable - 33
telnet 2 2

unknown-tcp - 2

- 37

9 TCP/40022 not-applicable - 27
skype 5 2

- 29

10  TCP/5222 facebook-chat 3 15
not-applicable - 12

- 27

161

2,369
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4.1
100
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not-applicable

ms-ds-smb
dns

ping

ftp
web-browsing

netbios-ns

pop3

smtp

telnet

not-applicable
ms-ds-smb

dns

ping

ftp
web-browsing
netbios-ns
pop3

smtp

telnet

[o2]
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— internet-utility =~ —— infrastructure = —— storage-backup file-sharing
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80

internet-utility
infrastructure
storage-backup
file-sharing
email

remote-access

internet-utility
infrastructure
storage-backup
file-sharing
email
remote-access

~NOoUTwWwwWwN B H

4.4

63

O~ N0

[ | [
1 2 3 4 5 6 7 8

|
9 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24 25 26 27 28 29 30 31

—— UDP/53

TCP/21

—— TCP/23 —— TCP/80

TCP/445
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UDP/53

TCP/21
TCP/23
TCP/80
TCP/445
TCP/110

TCP/25
TCP/50005

UDP/137
UDP/50015
~ — — — — — ~
#
1 UDP/53 30
2 TCP/21 16
3 TCP/23 13
4 TCP/80 10
5 TCP/445 8
6 TCP/110 4
6 TCP/25 4
8 TCP/50005 3
9 UDP/137 1
9 UDP/50015 1
90
4.5
# | |
1 dns 4 infrastructure 1 7
2 ftp 5 file-sharing 1 4
3 ms-ds-smb 3 storage-backup 1 8
4 netbios-ns 2 infrastructure 1 1
5 not-applicable - 1 63
6 ping 2 internet-utility 1 6
7 pop3 4 email 1 1
8 smtp 5 email 1 1
9 telnet 2 remote-access 1 1
10  web-browsing 4 internet-utility 1 4
- 96
4.6
# | | |
1 dns 4 infrastructure UDP/53 7
2 ftp 5 file-sharing TCP/21 4
3 ms-ds-smb 3 storage-backup TCP/445 8
4 netbios-ns 2 infrastructure UDP/137 1
5 not-applicable - TCP/110 3
TCP/21 12
TCP/23 12
TCP/25 3
TCP/50005 3

18




4.
___________________________________________________________________________________________________________________________|

TCP/80 6
UDP/50015 1
UDP/53 23
63
6 ping 2 internet-utility - 6
7 pop3 4 email TCP/110 1
8 smtp 5 email TCP/25 1
9 telnet 2 remote-access TCP/23 1
10  web-browsing 4 internet-utility TCP/80 4
96
4.7
o | _ |
1 not-applicable - 1 63
2 internet-utility ping 2 1 6
web-browsing 4 1 4
- - 10
3 infrastructure dns 4 1 7
netbios-ns 2 1 1
- - 8
3 storage-backup ms-ds-smb 3 1 8
5 file-sharing ftp 5 1 4
6 email pop3 4 1 1
smtp 5 1 1
- - 2
7 remote-access telnet 2 1 1
- 96
4.8
# |
1 email 1 2
2 file-sharing 1 4
3 infrastructure 1 8
4 internet-utility 1 10
5 remote-access 1 1
6 storage-backup 1 8
7 1 63
- 96
4.9
# | |
1 UDP/53 not-applicable - 23
dns 4 7
- 30
2 TCP/21 not-applicable - 12
ftp 5 4
- 16
3 TCP/23 not-applicable - 12
telnet 2 1
- 13
4 TCP/80 not-applicable - 6
web-browsing 4 4
- 10
5 TCP/445 ms-ds-smb 3 8
6 TCP/110 not-applicable - 3
pop3 4 1
- 4
6 TCP/25 not-applicable - 3
smtp 5 1

19




- 4

8 TCP/50005 not-applicable - 3
9 UDP/137 netbios-ns 1
9 UDP/50015 not-applicable - 1
0

90

20



5.
5.1
2,000
1,000
(U ) B rrr.,,, rrorrY/rYYr /.7 TYArTYYYr7r1
1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24 25 26 27 28 29 30 31
5.2

2,000

1,500

1,000

500

— =
L e e e
10 11 12 13 14 15 16 17 18 19 20 21 22 23 24 25 26 27 28 29 30 31

© — ¢

| [
1 2 3 456 7 8

—— not-applicable skype —— unassigned-ip-prot  —— web-browsing twitter-base
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0 500 1,000 1,500 2,000

not-applicable
skype
unassigned-ip-prot
web-browsing
twitter-base

ftp

facebook-base
youtube-base
facebook-chat

facebook-social-plugin

~

# |
1 not-applicable - 1,819
2 skype 5 210
3 unassigned-ip-prot 1 110
4 web-browsing 4 29
5 twitter-base 2 28
6 ftp 5 24
7 facebook-base 4 23
8 youtube-base 4 20
9 facebook-chat 3 15
10  facebook-social-plugin 3 13
- 251
2,542

5.3

2,000

1,500

1,000

500

— ip-protocol —— voip-video —— social-networking internet-utility
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0 500 1,000 1,500 2,000

ip-protocol

voip-video

social-networking
internet-utility
photo-video

email

file-sharing

instant-messaging

infrastructure
— —~ - ~

#
1 1,833
2 ip-protocol 235
3 voip-video 220
4 social-networking 67
5 internet-utility 42
6 photo-video 34
7 email 24
7 file-sharing 24
9 instant-messaging 15
10  infrastructure 13
35
2,542

5.4

—— TCP/80 TCP/443 —— UDP/53 —— TCP/33033 TCP/12350
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0 200 400 600 800

TCP/80

TCP/443

UDP/53

TCP/33033

TCP/12350

UDP/33033

TCP/21

TCP/40022

TCP/5222

TCP/23

—~ — — ~
#
1 TCP/80 786
2 TCP/443 497
3 UDP/53 365
4  TCP/33033 193
5 TCP/12350 106
6 UDP/33033 64
7 TCP/21 48
8 TCP/40022 29
9 TCP/5222 27
10 TCP/23 24
140
2,279
5.5
#

1 2ch 2 social-networking 3 3
2 3pc 1 ip-protocol 1 1
3 activenet 1 ip-protocol 1 1
4 any-0hop-protocol 1 ip-protocol 1 1
5 argus 1 ip-protocol 1 1
6 aris 1 ip-protocol 1 1
7 ax.25 1 ip-protocol 1 1
8 bbn-rcc-mon 1 ip-protocol 1 1
9 bna 1 ip-protocol 1 1
10  br-sat-mon 1 ip-protocol 1 1
11  cbt 1 ip-protocol 1 1
12 cftp 1 ip-protocol 1 1
13  chaos 1 ip-protocol 1 1
14  compag-peer 1 ip-protocol 1 1
15 cotp 1 infrastructure 1 1
16  cphb 1 ip-protocol 1 1
17 cpnx 1 ip-protocol 1 1
18 crtp 1 ip-protocol 1 1
19  crudp 1 ip-protocol 1 1
20  dccp 1 ip-protocol 1 1
21 dcn-meas 1 ip-protocol 1 1
22 ddp 1 ip-protocol 1 1
23 ddx 1 ip-protocol 1 1
24  dfs 1 ip-protocol 1 1
25  dgp 1 ip-protocol 1 1
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26 dns 4 infrastructure 2 10
27  dsr 1 routing 1 1
28  egp 1 routing 1 1
29  eigrp 2 routing 1 1
30  emcon 1 ip-protocol 1 1
31  encap 1 ip-protocol 1 1
32 etherip 3 ip-protocol 1 1
33  exp 1 ip-protocol 2 2
34 | facebook-base 4 social-networking 4 23
35  facebook-chat 3 instant-messaging 1 15
36  facebook-social-plugin 3 social-networking 2 13
37  fibre-channel 2 ip-protocol 1 1
38  fire 1 ip-protocol 1 1
39 ftp 5 file-sharing 4 24
40  ggp 1 ip-protocol 1 1
41  gmail-base 4 email 1 12
42 gmtp 1 ip-protocol 1 1
43  gre 2 routing 1 1
44 hip 1 ip-protocol 1 1
45  hmp 1 ip-protocol 1 1
46  host 1 ip-protocol 1 1
47  http-video 5 photo-video 2 2
48  iatp 1 ip-protocol 1 1
49  icmp 4 ip-protocol 1 1
50  idpr 1 routing 1 1
51  idpr-cmtp 1 routing 1 1
52  idrp 1 routing 1 1
53  ifmp 1 ip-protocol 1 1
54  igmp 1 routing 1 1
55  igp 1 routing 1 1
56 il 1 ip-protocol 1 1
57  i-nlsp 1 ip-protocol 1 1
58  ipcomp 1 ip-protocol 1 1
59  ipcev 1 ip-protocol 1 1
60  ip-in-ip 1 ip-protocol 1 1
61  ipip 1 ip-protocol 1 1
62 iplt 1 ip-protocol 1 1
63  ippc 1 ip-protocol 1 1
64  ipsec-ah 1 encrypted-tunnel 1 1
65  ipsec-esp 2 encrypted-tunnel 1 1
66  ipv6 1 ip-protocol 1 1
67  ipv6-frag 1 ip-protocol 1 1
68  ipv6-icmp 1 ip-protocol 1 1
69  ipv6-nonxt 1 ip-protocol 1 1
70  ipv6-opts 1 ip-protocol 1 1
71 ipv6-route 1 ip-protocol 1 1
72 ipx-in-ip 1 ip-protocol 1 1
73 irtp 1 ip-protocol 1 1
74 isis 1 routing 1 1
75  iso-ip 1 ip-protocol 1 1
76  iso-tp4 1 ip-protocol 1 1
77  Kkryptolan 1 ip-protocol 1 1
78  12tp 2 remote-access 1 1
79  lan 1 ip-protocol 1 1
80 larp 1 ip-protocol 1 1
81 leaf-1 1 ip-protocol 1 1
82  leaf-2 1 ip-protocol 1 1
83  manet 1 ip-protocol 1 1
84  merit-inp 1 ip-protocol 1 1
85 mfe-nsp 1 ip-protocol 1 1
86  micp 1 ip-protocol 1 1
87 mobile 1 ip-protocol 1 1
88  mobilehdr 1 ip-protocol 1 1
89  mpls-in-ip 1 ip-protocol 1 1
90  ms-ds-smb 3 storage-backup 1 8
91 mtp 1 ip-protocol 1 1
92 mux 1 ip-protocol 1 1
93  narp 1 ip-protocol 1 1
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124
125
126
127
128
129
130
131
132
133
134
135
136
137
138
139
140
141
142
143
144
145
146
147
148
149
150
151
152
153
154
155
156
157
158
159
160
161

netbios-ns
netblt
niconico-douga
not-applicable
nsfnet-igp
ntp

nvp-ii

ospf

pgm

pim

ping

pipe

pnni

pop3
private-enc
prm

ptp

pup

pvp

gnx
reliable-data
rohc

rsvp
rsvp-e2e-ignore
rvd
sat-expak
sat-mon
scc-sp

scps

sctp

sdrp
secure-vmtp
shimé

skip

skype
skype-probe
sm

smp

smtp

snp
sprite-rpc
sps

srp

sscopmce

ssh

ssl

st

stp

sun-nd

swipe

syslog

tcf

telnet

tlsp
tp-plus-plus
trunk-1
trunk-2

ttp
twitter-base
udplite

unassigned-ip-prot

unknown-tcp
unknown-udp
uti

vines

visa

vmtp

vrrp

I RPRPNRRPRRPRPRPNRNNNRRPRARNRRRPRPRUORRNUORRRRPREPREPRPRPRRPREPREPRPRPRPRPREPREPRPRPARRNRPRPRERRL,NRE I ARN

PR R R

infrastructure
ip-protocol
photo-video

ip-protocol
infrastructure
ip-protocol
routing
ip-protocol
routing
internet-utility
ip-protocol
ip-protocol
email
ip-protocol
ip-protocol
ip-protocol
ip-protocol
ip-protocol
ip-protocol
ip-protocol
ip-protocol
ip-protocol
ip-protocol
ip-protocol
ip-protocol
ip-protocol
ip-protocol
ip-protocol
ip-protocol
routing
ip-protocol
ip-protocol
ip-protocol
voip-video
voip-video
ip-protocol
ip-protocol
email
ip-protocol
ip-protocol
ip-protocol
ip-protocol
ip-protocol
encrypted-tunnel
encrypted-tunnel
ip-protocol
ip-protocol
ip-protocol
encrypted-tunnel
management
ip-protocol
remote-access
ip-protocol
ip-protocol
ip-protocol
ip-protocol
ip-protocol

social-networking

ip-protocol
ip-protocol

ip-protocol
ip-protocol
ip-protocol
ip-protocol
ip-protocol

PRRPRPRPRNORWRRRRPRRPREPRPRPRPRPREPREPARRPRPRPRPEPNRPRPRRPNRRPRPRRRRRPRRRRRRRRPRRRRRRRERNRRNNRRRRRRONRR

1

1

12
1,819

N
RPRPRRPRPRPRRPWORORRPRRPRPRPRRPRRPRPRPRRPREPRLPNRPRPRPRPRPRPNRPRPOORRPRRPREPRPRPREPREPRPRPREPREPRPREPREPRPRPEPREPRPNNRPRRPRWORRRRERER

[y
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162  wb-expak 1 ip-protocol 1 1
163  wh-mon 1 ip-protocol 1 1
164  web-browsing 4 internet-utility 2 29
165 wesp 1 ip-protocol 1 1
166  wsn 1 ip-protocol 1 1
167 xnet 1 ip-protocol 1 1
168 xns-idp 1 ip-protocol 1 1
169 xtp 1 ip-protocol 1 1
170 | yahoo-mail 3 email 3 8
171  youtube-base 4 photo-video 3 20
- 2,542

5.6

#

1 2ch 2 social-networking TCP/80 3
2 3pc 1 ip-protocol - 1
3 activenet 1 ip-protocol - 1
4 any-0hop-protocol 1 ip-protocol - 1
5 argus 1 ip-protocol - 1
6 aris 1 ip-protocol - 1
7 ax.25 1 ip-protocol - 1
8 bbn-rcc-mon 1 ip-protocol - 1
9 bna 1 ip-protocol - 1
10  br-sat-mon 1 ip-protocol - 1
11  cbt 1 ip-protocol - 1
12 cftp 1 ip-protocol - 1
13  chaos 1 ip-protocol - 1
14 compag-peer 1 ip-protocol - 1
15 cotp 1 infrastructure TCP/3389 1
16  cphb 1 ip-protocol - 1
17 cpnx 1 ip-protocol - 1
18 crtp 1 ip-protocol - 1
19  crudp 1 ip-protocol UDP/0 1
20  dccp 1 ip-protocol - 1
21  dcn-meas 1 ip-protocol - 1
22 ddp 1 ip-protocol - 1
23 ddx 1 ip-protocol - 1
24 dfs 1 ip-protocol - 1
25  dgp 1 ip-protocol - 1
26 dns 4 infrastructure UDP/53 10
27  dsr 1 routing - 1
28  egp 1 routing - 1
29  eigrp 2 routing - 1
30  emcon 1 ip-protocol - 1
31  encap 1 ip-protocol - 1
32 etherip 3 ip-protocol - 1
33  exp 1 ip-protocol - 2
34  facebook-base 4 social-networking TCP/443 8
TCP/80 15
23
35  facebook-chat 3 instant-messaging TCP/5222 15
36  facebook-social-plugin 3 social-networking TCP/80 13
37  fibre-channel 2 ip-protocol - 1
38  fire 1 ip-protocol - 1
39 ftp 5 file-sharing TCP/21 24
40  ggp 1 ip-protocol - 1
41  gmail-base 4 email TCP/443 12
42 gmtp 1 ip-protocol - 1
43  gre 2 routing - 1
44  hip 1 ip-protocol - 1
45  hmp 1 ip-protocol - 1
46  host 1 ip-protocol - 1
47  http-video 5 photo-video TCP/80 2
48  iatp 1 ip-protocol - 1
49  icmp 4 ip-protocol - 1
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98

99

100
101
102
103
104
105
106

idpr
idpr-cmtp
idrp

ifmp

igmp

1gp

il

i-nlsp
ipcomp
ipcv
ip-in-ip
ipip

iplt

ippc
ipsec-ah
ipsec-esp
ipv6
ipv6-frag
ipv6-icmp
ipv6-nonxt
ipv6-opts
ipv6-route
ipx-in-ip
irtp

isis
iso-ip
iso-tp4
kryptolan
12tp

lan

larp
leaf-1
leaf-2
manet
merit-inp
mfe-nsp
micp
mobile
mobi lehdr
mpls-in-ip
ms-ds-smb
mtp

mux

narp
netbios-ns
netblt
niconico-douga
not-applicable

nsfnet-igp
ntp

nvp-ii
ospf

pgm

pim

ping

pipe

pnni

I AP NRRRPRWORRPRRRPRRPRRPRPRPRPRPRERNRPRPRPRPRRPRREPRPRPRPRPREPREPNRPRPRRRERRERREPRPRRPRRRERRERRERRER

RPRNRRRPERNRE

routing
routing
routing
ip-protocol
routing
routing
ip-protocol
ip-protocol
ip-protocol
ip-protocol
ip-protocol
ip-protocol
ip-protocol
ip-protocol
encrypted-tunnel
encrypted-tunnel
ip-protocol
ip-protocol
ip-protocol
ip-protocol
ip-protocol
ip-protocol
ip-protocol
ip-protocol
routing
ip-protocol
ip-protocol
ip-protocol
remote-access
ip-protocol
ip-protocol
ip-protocol
ip-protocol
ip-protocol
ip-protocol
ip-protocol
ip-protocol
ip-protocol
ip-protocol
ip-protocol
storage-backup
ip-protocol
ip-protocol
ip-protocol
infrastructure
ip-protocol
photo-video

ip-protocol
infrastructure
ip-protocol
routing
ip-protocol
routing
internet-utility
ip-protocol
ip-protocol

TCP/445

1
PRRPRPRRPRORRPRRRPRPRPRRPRPRPRRPRRPREPRPRRPREPRPRRPRREPREPRRPREPRPRPRREPRPRRPREPRRPREPREPRREPREPRRERR

UDP/137
TCP/80 12
TCP/110 12
TCP/12350 57
TCP/139 6
TCP/21 24
TCP/22 6
TCP/23 21
TCP/25 18
TCP/33033 193
TCP/40022 27
TCP/443 396
1,059
1,819
- 1
UDP/123 1
- 1
- 1
- 1
- 1
- 13
- 1
- 1
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5.

107
108
109
110
111
112
113
114
115
116
117
118
119
120
121
122
123
124
125
126
127
128

129

130
131
132
133
134
135
136
137
138
139

140
141
142
143
144
145
146
147
148
149
150
151
152

pop3
private-enc
prm

ptp

pup

pvp

gnx

reliable-data

rohc
rsvp

rsvp-e2e-ignore

rvd
sat-expak
sat-mon
scc-sp
scps

sctp

sdrp
secure-vmtp
shimé
skip
skype

skype-probe

sm
smp

smtp

snp
sprite-rpc
sps

srp
sscopmce
ssh

ssl

st

stp

sun-nd

swipe

syslog

tcf

telnet

tlsp
tp-plus-plus
trunk-1
trunk-2

ttp
twitter-base

URRRPRRRRRPRRPRPRRRREPEPRPRRRRERREEN
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email
ip-protocol
ip-protocol
ip-protocol
ip-protocol
ip-protocol
ip-protocol
ip-protocol
ip-protocol
ip-protocol
ip-protocol
ip-protocol
ip-protocol
ip-protocol
ip-protocol
ip-protocol
ip-protocol
routing
ip-protocol
ip-protocol
ip-protocol
voip-video

voip-video

ip-protocol
ip-protocol
email

ip-protocol
ip-protocol
ip-protocol
ip-protocol
ip-protocol

encrypted-tunnel
encrypted-tunnel

ip-protocol
ip-protocol
ip-protocol

encrypted-tunnel

management
ip-protocol

remote-access

ip-protocol
ip-protocol
ip-protocol
ip-protocol
ip-protocol

social-networking

TCP/110

TCP/12350
TCP/13392
TCP/40005
TCP/40006
TCP/40021
TCP/40022
TCP/40023
TCP/40031
TCP/443
TCP/80

UDP/13392
UDP/21310
UDP/40006
UDP/40012
UDP/40021
UDP/443

UDP/47795

TCP/25

TCP/22
TCP/25
TCP/443
TCP/80

UDP/514

TCP/23

TCP/443
TCP/80

a1~ S
OCONRPNRPRROOORRRPRRPRRPREPRPRRERPRRRPREPREPRRERERRERERERN

N
[y
o

[y
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5.

153
154
155

156

157
158
159
160
161
162
163
164
165
166
167
168
169
170
171

5.7

2

udplite

unassigned-ip-prot

unknown-tcp

unknown-udp

uti

vines

visa

vmtp

vrrp
wh-expak
wb-mon
web-browsing
wesp

wsn

xnet
xns-idp

xtp
yahoo-mail
youtube-base

ip-protocol

voip-video

social-networking

internet-utility

photo-video

1 ip-protocol
1 ip-protocol

ip-protocol
ip-protocol
ip-protocol
ip-protocol
ip-protocol
ip-protocol
ip-protocol
internet-utility
ip-protocol
ip-protocol
ip-protocol
ip-protocol
ip-protocol
email
photo-video

BAWRRRPRPRRARRREPRRRE

not-applicable
unknown-udp
unknown-tcp

unassigned-ip-prot
exp

3pc

activenet
any-0hop-protocol
argus

aris

ax.25

bbn-rcc-mon

bna

skype
skype-probe

twitter-base
facebook-base
facebook-social-plugin
2ch

web-browsing
ping

youtube-base
niconico-douga

Il PP RPRRPRPPRPRPRP R

A I NI NDOBRENIT NOI

UDP/0 1
- 110
TCP/23 2
TCP/80 1
3

UDP/10381 1
UDP/12132 1
UDP/13392 1
UDP/16605 1
UDP/3407 1
UDP/35028 1
UDP/36294 1
UDP/43160 1
UDP/44602 1
UDP/56484 1
1

11

- 1
- 1
- 1
- 1
- 1
- 1
- 1
TCP/80 29
- 1
- 1
- 1
- 1
- 1
TCP/80 8
TCP/80 20
2,542

5 1,819

1 11

2 3

- 1,833

110 110

2 2

1 1

1 1

1 1

1 1

1 1

1 1

1 1

1 1

- 115

- 235

2 210

1 10

- 220

3 28

4 23

2 13

3 3

- 67

2 29

2 13

- 42

3 20

2 12
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7 email

7 file-sharing
9 instant-messaging
10  infrastructure

o
[ee)

http-video

gmail-base
yahoo-mail
pop3
smtp

ftp
facebook-chat
dns

cotp
netbios-ns
ntp

I NN RPRP PO O WS T Ol

I PRPEPNEREBRIT DNDNORER TN

2

2,542

email
encrypted-tunnel
file-sharing
infrastructure
instant-messaging
internet-utility
ip-protocol
management
photo-video

10  remote-access

11 routing

12 social-networking
13 storage-backup

14 voip-video

©oOo~NoOOTA~WN - H

#
1 TCP/80

2 TCP/443

3 UDP/53

4 TCP/33033
5 TCP/12350

not-applicable

skype

web-browsing
twitter-base
youtube-base
facebook-base
facebook-social-plugin
niconico-douga
yahoo-mail

2ch

not-applicable
skype

gmai l-base
facebook-base
ssl
twitter-base

not-applicable
dns

not-applicable
not-applicable

I NDNwPhrWAPANDDMOLI

I NG

I OINNPFPOTWNORFR,RONEFE WRA~NO

220
1,833
2,542

497
355
10
365
193
57
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skype 5 49

- 106

6 UDP/33033 not-applicable - 64
7 TCP/21 ftp 5 24
not-applicable - 24

- 48

8 TCP/40022 not-applicable - 27
skype 5 2

- 29

9 TCP/5222 facebook-chat 3 15
not-applicable - 12

- 27

10 TCP/23 not-applicable - 21
unknown-tcp - 2

telnet 2 1

- 24

140

2,279
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6. TCP/80
___________________________________________________________________________________________________________________________|

6. TCP/80
6.1 TCP/80
800
600
400
200
0
1 23 45 6 7 8 9 1011 12 13 14 15 16 17 18 19 20 21 22 23 24 25 26 27 28 29 30 31

796
10
786
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7. TCP/80
___________________________________________________________________________________________________________________________|

7. TCP/80
7.1 TCP/80
800
600
400
200
e
Ty IrXY:rTYTTTTCYYTY!YTY T — "  TTrTIYTYYYTIr T
1 2 3 45 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24 25 26 27 28 29 30 31

7.2 TCP/80
600
400
200
L e e e e
1 2 3 45 6 7 8 9 101112 13 14 15 16 17 18 19 20 21 22 23 24 25 26 27 28 29 30 31
—— not-applicable skype —— web-browsing —— twitter-base youtube-base
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7. TCP/80
___________________________________________________________________________________________________________________________|

0 200 400 600 800
not-applicable 0
skype
web-browsing
twitter-base
youtube-base
facebook-base
facebook-social-plugin
niconico-douga
yahoo-mail
2ch
—~ — ~ —~
# ; |
1 not-applicable - 600
2 skype 5 59
3 web-browsing 4 33
4 twitter-base 2 27
5 youtube-base 4 20
6 facebook-base 4 15
7 facebook-social-plugin 3 13
8 niconico-douga 4 12
9 yahoo-mail 3 8
10 2ch 2 3
- 6
796
7.3 TCP/80
600
400
200
0 e e e e e e e e e e B e | T
1 2 3 45 6 7 8 9 101112 13 14 15 16 17 18 19 20 21 22 23 24 25 26 27 28 29 30 31
—_— voip-video —— social-networking —— photo-video internet-utility

35




7. TCP/80
___________________________________________________________________________________________________________________________|

400 600 800

voip-video

social-networking

photo-video

internet-utility

email

encrypted-tunnel

#
1 601
2 voip-video 59
3 social-networking 58
4 photo-video 34
5 internet-utility 33
6  email 8
7 encrypted-tunnel 3
796
7.4 TCP/80

800

600

400

200

| 1 | | (. | (. |
1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24 25 26 27 28 29 30 31

—— TCP/80
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7.
___________________________________________________________________________________________________________________________|

TCP/80

TCP/80

#
1 TCP/80 796
796

7.5 TCP/80

#
1 2ch 2 social-networking 3 3
2 facebook-base 4 social-networking 4 15
3 facebook-social-plugin 3 social-networking 2 13
4 http-video 5 photo-video 2 2
5 niconico-douga 4 photo-video 2 12
6 not-applicable - 6 600
7 skype 5 voip-video 2 59
8 ssli 4 encrypted-tunnel 3 3
9 twitter-base 2 social-networking 2 27
10  unknown-tcp - 1 1
11 web-browsing 4 internet-utility 3 33
12 yahoo-mail 3 email 3 8
13 youtube-base 4 photo-video 3 20
- 796

7.6 TCP/80

#
1 2ch 2 social-networking TCP/80 3
2 facebook-base 4 social-networking TCP/80 15
3 facebook-social-plugin 3 social-networking TCP/80 13
4 http-video 5 photo-video TCP/80 2
5 niconico-douga 4 photo-video TCP/80 12
6 not-applicable - TCP/80 600
7 skype 5 voip-video TCP/80 59
8 ssli 4 encrypted-tunnel TCP/80 3
9 twitter-base 2 social-networking TCP/80 27
10  unknown-tcp - TCP/80 1
11  web-browsing 4 internet-utility TCP/80 33
12 yahoo-mail 3 email TCP/80 8
13 youtube-base 4 photo-video TCP/80 20
796
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7. TCP/80
___________________________________________________________________________________________________________________________|

7.7 TCP/80
# | |
1 not-applicable - 6 600
unknown-tcp - 1 1
- - 601
2 voip-video skype 5 2 59
3 social-networking twitter-base 2 2 27
facebook-base 4 4 15
facebook-social-plugin 3 2 13
2ch 2 3 3
- - 58
4 photo-video youtube-base 4 3 20
niconico-douga 4 2 12
http-video 5 2 2
- - 34
5 internet-utility web-browsing 4 3 33
6 email yahoo-mail 3 3 8
7 encrypted-tunnel ssl 4 3 3
- 796
7.8 TCP/80
# |
1 email 3 8
2 encrypted-tunnel 3 3
3 internet-utility 3 33
4 photo-video 6 34
5 social-networking 5 58
6 voip-video 2 59
7 6 601
- 796
7.9 TCP/80
# | |
1 TCP/80 not-applicable - 600
skype 5 59
web-browsing 4 33
twitter-base 2 27
youtube-base 4 20
facebook-base 4 15
facebook-social-plugin 3 13
niconico-douga 4 12
yahoo-mail 3 8
2ch 2 3
- 6
- 796
796
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8. TCP/80

8. TCP/80
8.1 TCP/80
15
10
5
o—fr rtrrnrrr.rr.r,rrrrrrrrrr T
1 2 3 4 5 6 7 8 9 1011 12 13 14 15 16 17 18 19 20 21 22 23 24 25 26 27 28 29 30 31

8.2 TCP/80

| | (e | | | | | 1
1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24 25 26 27 28 29 30 31

—— not-applicable web-browsing
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8. TCP/80
___________________________________________________________________________________________________________________________|

8
not-applicable
web-browsing
# : |
1 not-applicable - 6
2 web-browsing 4 4
10

8.3 TCP/80

8
6
4
2
0==5 | I | Ll | L1 | |

1 2 3 45 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24 25 26 27 28 29 30 31

— internet-utility




8. TCP/80

internet-utility

#
1
2

8.4

internet-utility

TCP/80

o b~ o

© —

| I
10 11 12 13 14 15 16 17 18 19 20 21 22 23 24 25 26 27 28 29 30 31

—— TCP/80
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8. TCP/80

TCP/80

#

1 TCP/80 10
10

8.5 TCP/80

# o _ | | |

1 not-applicable - 1 6

2 web-browsing 4 internet-utility 1 4
10

8.6 TCP/80

# : | | |

1 not-applicable - TCP/80 6

2 web-browsing 4 internet-utility TCP/80 4
10

8.7 TCP/80

# | | |

1 not-applicable - 1 6

2 internet-utility web-browsing 4 1 4
10

8.8 TCP/80

# o o |

1 internet-utility 1 4

2 1 6
10

42



8. TCP/80
___________________________________________________________________________________________________________________________|

8.9 TCP/80
# | ; |
1 TCP/80 not-applicable - 6
web-browsing 4 4
- 10
10
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9. TCP/80
___________________________________________________________________________________________________________________________|

9. TCP/80
9.1 TCP/80
800
600
400
200
Ty IrXY:yTYTTTTCYYYTY!YTY TT™T™™T™T™YTYYTITIYT YT T T
1 2 3 45 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24 25 26 27 28 29 30 31

9.2 TCP/80
600
400
200
L e e e e
1 2 3 45 6 7 8 9 101112 13 14 15 16 17 18 19 20 21 22 23 24 25 26 27 28 29 30 31
—— not-applicable skype —— web-browsing —— twitter-base youtube-base
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9. TCP/80
___________________________________________________________________________________________________________________________|

0 200 400 600
not-applicable
skype
web-browsing
twitter-base
youtube-base
facebook-base
facebook-social-plugin
niconico-douga
yahoo-mail
2ch
—~ ~ ~
# ; |
1 not-applicable - 594
2 skype 5 59
3 web-browsing 4 29
4 twitter-base 2 27
5 youtube-base 4 20
6 facebook-base 4 15
7 facebook-social-plugin 3 13
8 niconico-douga 4 12
9 yahoo-mail 3 8
10 2ch 2 3
- 6
786
9.3 TCP/80
600
400
200
L e e e e e e e B B B e
1 2 3 45 6 7 8 9 101112 13 14 15 16 17 18 19 20 21 22 23 24 25 26 27 28 29 30 31
—_— voip-video —— social-networking —— photo-video internet-utility
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9. TCP/80
___________________________________________________________________________________________________________________________|

400 600
voip-video
social-networking
photo-video
internet-utility
email
encrypted-tunnel
— —~
#
1 595
2 voip-video 59
3 social-networking 58
4 photo-video 34
5 internet-utility 29
6  email 8
7 encrypted-tunnel 3
786
9.4 TCP/80
800
600
400
200
0 | T | T 1 | | |
2 3 4 5 7 8 9 10 11 12 1314151617 1819202122232425262728293031
—— TCP/80




9.

TCP/80

TCP/80

#
1 TCP/80 786
786
9.5 TCP/80
# |
1 2ch 2 social-networking 3 3
2 facebook-base 4 social-networking 4 15
3 facebook-social-plugin 3 social-networking 2 13
4 http-video 5 photo-video 2 2
5 niconico-douga 4 photo-video 2 12
6 not-applicable - 5 594
7 skype 5 voip-video 2 59
8 ssli 4 encrypted-tunnel 3 3
9 twitter-base 2 social-networking 2 27
10  unknown-tcp - 1 1
11 web-browsing 4 internet-utility 2 29
12 yahoo-mail 3 email 3 8
13 youtube-base 4 photo-video 3 20
- 786
9.6 TCP/80
# |
1 2ch 2 social-networking TCP/80 3
2 facebook-base 4 social-networking TCP/80 15
3 facebook-social-plugin 3 social-networking TCP/80 13
4 http-video 5 photo-video TCP/80 2
5 niconico-douga 4 photo-video TCP/80 12
6 not-applicable - TCP/80 594
7 skype 5 voip-video TCP/80 59
8 ssli 4 encrypted-tunnel TCP/80 3
9 twitter-base 2 social-networking TCP/80 27
10  unknown-tcp - TCP/80 1
11  web-browsing 4 internet-utility TCP/80 29
12 yahoo-mail 3 email TCP/80 8
13 youtube-base 4 photo-video TCP/80 20
786
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9.

TCP/80

9.7 TCP/80
# |
1 not-applicable - 5 594
unknown-tcp - 1 1
- - 595
2 voip-video skype 5 2 59
3 social-networking twitter-base 2 2 27
facebook-base 4 4 15
facebook-social-plugin 3 2 13
2ch 2 3 3
- - 58
4 photo-video youtube-base 4 3 20
niconico-douga 4 2 12
http-video 5 2 2
- - 34
5 internet-utility web-browsing 4 2 29
6 email yahoo-mail 3 3 8
7 encrypted-tunnel ssl 4 3 3
- 786
9.8 TCP/80
# |
1 email 3 8
2 encrypted-tunnel 3 3
3 internet-utility 2 29
4 photo-video 6 34
5 social-networking 5 58
6 voip-video 2 59
7 5 595
- 786
9.9 TCP/80
# | |
1 TCP/80 not-applicable - 594
skype 5 59
web-browsing 4 29
twitter-base 2 27
youtube-base 4 20
facebook-base 4 15
facebook-social-plugin 3 13
niconico-douga 4 12
yahoo-mail 3 8
2ch 2 3
- 6
- 786
786
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10. TCP/443
_______________________________________________________________________________________________________________________

10. TCP/443
10.1 TCP/443
600
400
200
0
1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24 25 26 27 28 29 30 31

497

497
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11. TCP/443

11. TCP/443
11.1 TCP/443

600

400

200
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1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24 25 26 27 28 29 30 31

11.2 TCP/443

400

200

0
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11. TCP/443
___________________________________________________________________________________________________________________________|

0 100 200 300 400

not-applicable

skype

gmail-base

facebook-base

ssl

twitter-base

# |
1 not-applicable - 396
2 skype 5 78
3 gmail-base 4 12
4 facebook-base 4 8
5 ssli 4 2
6 twitter-base 2 1
497

11.3 TCP/443

400

200

e
1 2 3 4 5 6 7 8 9 101112 13 14 1516 17 18 19 20 21 22 23 24 25 26 27 28 29 30 31

—_— voip-video —— email —— social-networking encrypted-tunnel
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11. TCP/443
___________________________________________________________________________________________________________________________|

0 100 200 300 400

voip-video

email

social-networking

encrypted-tunnel

#
1 396
2 voip-video 78
3 email 12
4 social-networking 9
5 encrypted-tunnel 2
497
11.4 TCP/443
600
400
200
0 Fl T T Il Tl i Tl Ty rirrrrrrrrrrrr
1 2 3 4 5 6 7 8 9 1011 12 13 14 15 16 17 18 19 20 21 22 23 24 25 26 27 28 29 30 31
—— TCP/443
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11. TCP/443
___________________________________________________________________________________________________________________________|

TCP/443

#
1 TCP/443 497
497
11.5 TCP/443
#o | - _
1 facebook-base 4 social-networking 2 8
2 gmai l-base 4 email 1 12
3 not-applicable - 2 396
4 skype 5 voip-video 2 78
5 ssli 4 encrypted-tunnel 2 2
6 twitter-base 2 social-networking 1 1
- 497
11.6 TCP/443
# o | | _ |
1 facebook-base 4 social-networking TCP/443 8
2 gmai l-base 4 email TCP/443 12
3 not-applicable - TCP/443 396
4 skype 5 voip-video TCP/443 78
5 ssl 4 encrypted-tunnel TCP/443 2
6 twitter-base 2 social-networking TCP/443 1
497
11.7 TCP/443
# | ; |
1 not-applicable - 2 396
2 voip-video skype 5 2 78
3 email gmail-base 4 1 12
4 social-networking facebook-base 4 2 8
twitter-base 2 1 1
- - 9
5 encrypted-tunnel ssl 4 2 2
- 497
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11. TCP/443
___________________________________________________________________________________________________________________________|

11.8 TCP/443

#
1 email 12
2 encrypted-tunnel

3 social-networking

4 78
5 396

497

voip-video

NN WN -
©

11.9 TCP/443

1 TCP/443 not-applicable 396
skype

gmai l-base
facebook-base
ssli

twitter-base

12

I N O
(o0}

497
497
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12. TCP/443

12. TCP/443
12.1 TCP/443
1
.-
1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24 25 26 27 28 29 30 31

12.2 TCP/443
0

12.3 TCP/443
0

12.4 TCP/443
0

12.5 TCP/443
- 0

12.6 TCP/443
0

12.7 TCP/443
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12. TCP/443
___________________________________________________________________________________________________________________________|
- 0

12.8 TCP/443
#
- 0
12.9 TCP/443
# |
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13. TCP/443

13. TCP/443
13.1 TCP/443

600

400

200

0IIII/I\IIIIIIIIIIIIIIIIIIIIIIII?

1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24 25 26 27 28 29 30 31

13.2 TCP/443

400

200

0

—— not-applicable skype —— gmail-base —— facebook-base ssl
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13. TCP/443
___________________________________________________________________________________________________________________________|

0 100 200 300 400

not-applicable

skype

gmail-base

facebook-base

ssl

twitter-base

# |
1 not-applicable - 396
2 skype 5 78
3 gmail-base 4 12
4 facebook-base 4 8
5 ssli 4 2
6 twitter-base 2 1
497

13.3 TCP/443

400

200

e
1 2 3 4 5 6 7 8 9 101112 13 14 1516 17 18 19 20 21 22 23 24 25 26 27 28 29 30 31

—_— voip-video —— email —— social-networking encrypted-tunnel
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13. TCP/443

0 100 200 300 400

voip-video

email

social-networking

encrypted-tunnel

#
1 396
2 voip-video 78
3 email 12
4 social-networking 9
5 encrypted-tunnel 2
497
13.4 TCP/443

600

400

200

T | R

—— TCP/443

59



13. TCP/443
___________________________________________________________________________________________________________________________|

TCP/443

#
1 TCP/443 497
497
13.5 TCP/443
#o | - _ |
1 facebook-base 4 social-networking 2 8
2 gmai l-base 4 email 1 12
3 not-applicable - 2 396
4 skype 5 voip-video 2 78
5 ssli 4 encrypted-tunnel 2 2
6 twitter-base 2 social-networking 1 1
- 497
13.6 TCP/443
# o | | _ |
1 facebook-base 4 social-networking TCP/443 8
2 gmai l-base 4 email TCP/443 12
3 not-applicable - TCP/443 396
4 skype 5 voip-video TCP/443 78
5 ssl 4 encrypted-tunnel TCP/443 2
6 twitter-base 2 social-networking TCP/443 1
497
13.7 TCP/443
# | ; | |
1 not-applicable - 2 396
2 voip-video skype 5 2 78
3 email gmail-base 4 1 12
4 social-networking facebook-base 4 2 8
twitter-base 2 1 1
- - 9
5 encrypted-tunnel ssl 4 2 2
- 497
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13. TCP/443
___________________________________________________________________________________________________________________________|

13.8 TCP/443

#
1 email 12
2 encrypted-tunnel

3 social-networking

4 78
5 396

497

voip-video

NN WN -
©

13.9 TCP/443

1 TCP/443 not-applicable 396
skype

gmai l-base
facebook-base
ssli

twitter-base

12

I N O
(o0}

497
497
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