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Software Bill of Materials(SBOM)& (&
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SBOMDIE

X ZZTUVIIVR—RI ML YINIITSATISUPES 1-ILETHD,
OSSYERYVINIIZHEFNZ(BIEEEEFRDIRV)

List of one or more identified components, their relationships, and other associated information
(ADR=2> NER)BLUENS DR EEEEEFIRO—E

Component Name Supplier Version Author | Hash UID | Relationship
Application Acme 1.1 Acme 0x123 | 234 | Primary
|--- Browser Bob 2.1 Bob 0x223 | 334 | Includedin
|--- Compression Carol 3.1 Acme 0x323 | 434 | Includedin
Engine
|--- Buffer Bingo 2.2 Acme 0x423 | 534 | Includedin
[Framing Software Component Transparency: Establishing a Common Software Bill of Materials (SBOM) | Table2&0 © Hitachi Solutions, Ltd. 2022. Al rights reserved. 5
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National Telecommunications and Informatlon
Administration CKEEBFEABERESUEEIEHRF)
OEMB TS5/ F1— > RIBEDIRE (20195 12H) N ([CLBEADIBE(2018/7/19~2021/4/28)

. =

Software Component TransparencyDielg

Ripple20 riskD#kre(2020568) 1

Amnesia:330#kR=E(20206128) i

KDY\ —tF 17158 L DI DDKHiFET (Executive
Order #14028)(2021/5/12)

= 2

Colonial Pipelinett "2 e3> AU 7IRE(2021465H) 1 Software Bill of MaterialsD& &{EiE

SolarWindstth'=2 (e AN\ —tF1UF7(IREE (20205 128)

XK\MZ

TF 1T BHOERIZOSSEIRTOIA
—https://www.hitachi-solutions.co.jp/oms/sp/blog/2022060103/

© Hitachi Solutions, Ltd. 2022. All rights reserved. 8



1-5 KEBFBEICEIZTA N -t VTR E RS ARSES  HITACH!

# FRIEHE = 2 EPT

1| BRIBHROHE BUT - T5AN= M-I BELIBIROHBEHEL . WBLENCLZFE(RHIRE) | Section 2
OEHRZFHITICIEI L TEROVAN-tF1UF1ZmE L3,

2 | EFHBUFOBAN—tF+1)71DiaHA1L PORSAMZFIIFAETIVOERA. 75V —EROTF1VT1ONIE, ZEZRBEE-BE | Section 3

SEEOEARNRBREF VTV -ILOERRE, TF1VTA(ORINT5IFT4 A% AL, B
HBRAFCHIFRHAN-tF21VFT7 B EDTREEREZFEKIRT B,

3| YIMIIPYTSAFI-tF1VT1 | YINIIPORIBUER EFIVT(1BIORMEFLSE, BAFAZEYIMIT | Section 4
DHEE 7 DRAFEDTHDN—RAF1 > DEF1VF(REZIERL. YVINIITYTS
1FI—tF1VFT12HEET D

4 | YAN-TFIVTH ZEEEEZERDFRIL BUFE RBP4 -HNHEZEREZBEHZIVIN-tF 1T BELEARER(EKX | Section 5
BYAN-BHFORICBEIN. AN ONMEDITL. BAN-tF1)T1ZhET S
OB R ERZITOMEMK) 252319 B,

5| YAN—A2STINHIEDIDDTLATYIN | INTOEFBATHBEN BB FIEL TEIRS 3Dt — N FIE%ZEITI 3128, Section 6

YERK BAN—A 237> NGO DIEEER R T LA TV )%= VER T B,
6 | EIBHTRYNI-2(CHHFZH4//\—tF1 | EDR(Endpoint Detection and Response) DEIRHLEHRILBOHRE(CLD. & Section 7
VT4 >35> MEHOE & BBUFRY NI =D(CHBIIZHAN—tF21UT11 >3 T > Mo RE L& 83,
7 | EFIBBUATOABRS JMEEHEEDE EIETCBIFRHAN—tF1UT1ARY NI DBEHZVERL. ABEHSMEIEHLEE Section 8
NEI D,

X FACT SHEET: President Signs Executive Order Charting New Course to Improve the Nation’s Cybersecurity and Protect Federal Government Networks
(https://www.whitehouse.gov/briefing-room/statements-releases/2021/05/12/fact-sheet-president-signs-executive-order-charting-new-course-to-improve-the-nations-
cybersecurity-and-protect-federal-government-networks/ ) =&5RU Tk,
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S PR EREE
Section 4.(e) | LUTF&ED, VINITPHTSFAFI— 2 tF 1T DRILDRDDOHA RSV EFITT B,

(i) FRBESIE )L BB, (SERIGROBE, BRI OURIN- DTS LURLHIETICAOWET, FFL) REOBEO—
ThHITEREBADKEOXELLER/IME, 7~ IBESLORA. ERE 75— NOBERBLUYA )/~ >S5 MOHEEES D17
BYT NI T BIFREARIF TS,

(ii) (DT OERCEEU TWBTE AR T HBRIVEERL, BABNSERSNLEAHRT 3.

(iii) (SRR~ 20— RET5AF 1> OO, I— ROBAS AR TS (EEMLY—LELERZ0TORCLD).

(iv) TR, BUCED B BRE, N—S3>, BHTOI5L0OU—EIC, BEAIONIS M ETER B E F Ty ST B (B EMEY -
FERAZOTOLRCLD).

v) BABNSERSNHAIC, (i) I- ROBSIEORRS LG (V)MBIEOF Iy HEEORITRBEERML . S LUEHENEURY
DBBEESONBOTISL 05 T (T HEHRE A TE3L5(05 3.

(vi) FHRCRITOT—4. YINITZI- RERFIV K-> MNOHFRGEIR). VI NIT7RIF T Ot AIIFIES BB LUY — K/ (—F4DYT
DIFAVE—RI N Yl B-CAOEIRE EER TS 3.

(vii) BABICHLT, SRREOVINIIFHRE (SBOM) ZEBRHTHN. IITHA NCABITS.

(vii) RESLURRES OIS ORI OIS AICSET 3.

(ix) VI NITF Ot 1 PRSI TV ASIRRT 3.

(x) BWRDEBDOES TEAEN30SSORE L KEFE, FITAFRGHE CRISLUTIATS.

X Executive Order on Improving the Nation’s Cybersecurity(https://www.whitehouse.gov/briefing-room/presidential-actions/2021/05/12/executive-order-on-improving-
the-nations-cybersecurity/)&DEIERL THA%R.
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SOEERMRIEDHDENERETS
W%

2 | TA-YIDLUHE
B

Kt nl stz ThdIE(csvE)

EARNREHRZHEFEL CO\ MM 58
SBOMIA—XwhK(SPDX. CycloneDX.
SWID)

Bt el e CARELER I RE R IZIN THD,
FEDELPHIRICERETES L

3| sECIhDRS

EENMRFEMRICHDIINTOEED
SR—F2 MSSLUBIR/ARIDEE

R RMKFRERCHDIINTOEE]D
SN=RY MSIUEIR/RADE S

R RMKFEMRICHIINTOEET
SR—FDRT RAOARIF RN RN
&

4 | YERRDSRE

BARTEAR, FLEEKTEUTN
R AR E

A — A F =)=/ \WF 25D,
7YvIT—NoZEEOE(CED

EN\=23>07 — D4 T ITHEHN

5| BEcfibdlUEEER
4

A=)V TENS BT 5/ —(CLDIRARE

BN=Z32OT7 =D TV RILLTET
AV —LDiRMH

APIEDY A >9—-J1—AHEER
FJRERMLHEA

6 | MEssIE(CRE I BEK

BTSN ER(CEU TETENICER
BJRERMEEEIE DT TAT -2 3> % Elie

IS —RULESSEOFE RSN
RERIANICBTER (SR AT AR 2RSS 1
OV T AT =232 % X

HmBEBOVRIDTTAT 23>0
DIREE(LSNIZAPI) Tz R

%SBOM Options and Decision Points(https://www.ntia.gov/files/ntia/publications/sbom_options_and_decision_points_20210427-1.pdf)&kD&EERL THRA%.
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H73Y rEES BARNRER

F=974=IL K JVIR=R MOEKIBIROER BTV —&#R IIR—%> hE#FR, IOR—%> M=23> 121D, &
(Data Field) f7R81R. SBOMERRERFR, 1 LRT>T
BEIEYR—k BEMEOSHDER BN IOtRICENTSBOMT —4%5EH T B1z8h. SPDXA®
(Automation Support) CycloneDX. SWIDZED & THtmaEt A B BI BRI T — T4 =Xy MW E
T3D742ETOER SBOM%ZL\D, EDLIICEFHUTHAET S SBOMYERKICHITDEERE . RS, KRA/BIXMDEC . BcfnehclS. 77X
(Practices and Processes) | ARENCEAI2EHDERE 1t ZROOFE
EBMOT—574-)LK SBOMOERZDERAZIEEI ZHOBI | IZR—R2 MD)W 2B, SATHAVINT1—-XDIEHR. I>R—1> MNEIDRS
(Recommended Data D7 —H"T1=)LR ZRIEDFREA. F1 > RIEHR
Field)

Component Name Supplier Version Author | Hash UID | Relationship . _

Application Acme 1.1 Acme 0x123 | 234 | Primary * ai(as_c I—EEE/J \J$§EE_C@D\ EFIJ}EH E E’\J (L

' _ U THERIBEZRTINE
|--- Browser Bob 21 Bob 0x223 | 334 | Included in . ‘;ﬁ\ﬁ?%:t(zctbmﬂi(%)tﬁéﬁ?é
- (égg?rpl);ession Carol 3.1 Acme | 0x323 | 434 | Included in 'lﬁ*&?@%:&%%gﬂbt'f’ﬁﬁkj%
|--- Buffer Bingo 2.2 Acme 0x423 | 534 | Included in

% The Minimum Elements For a Software Bill of Materials (SBOM) (https://www.ntia.doc.gov/files/ntia/publications/sbom_minimum_elements_report.pdf)&DEERU THRA%.
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RFRBVZSBOMIA—Nw b

# 1I5H SPDX CycloneDX SWID
1 | IERXFR Software Package Data Exchange CycloneDX specification Software Identification(SWID) Tags
2 | 1R SPDX Specification CycloneDX 1.4 (2022/1/12)U—2X) -
v2.2.1(2020/9/29VU—X)
3 | BREAL ISO/IEC 5962:2021 - ISO/IEC 19770-2:2015
4 | YR—=KEHK | The Linux Foundation SPDX Group OWASP Foundation -
5| &R 20104 (FOSSBazaar) 20174 20064
6 | 71X | RDF/XML, xlIsx, tag-value, JSON, XML, JSON, Protocol XML
YAML, XML Buffers(protobuf)

« VWINDOTA—VYMEEECACEREINTVRED
s BEDESHKARA IICBVWTEEBNREFRIZELELLO>TVDEDEHD

1-AT—=APAT—=IHRINI—DERICIEUT
FERICHWETIBZLSICUTHSRHEDLHS

¥ Survey of Existing SBOM Formats and Standards (https://www.ntia.gov/files/ntia/publications/sbom_formats_survey-version-2021.pdf)&KDEIERU TrA%.

© Hitachi Solutions, Ltd. 2022. All rights reserved. 15



2 -4 SBOMOEDA

SPDXJ#—<vDSBOMODI

## Document Header

SPOXVersion: SPOX-2.1

Datalicense: CCO-1.0

SPDXID: SPDXRef-DOCUMENT

DocumentName: ACME-INFUSION-1.0-SBOM-DRAFT

DocumentNamespace: http://www. hos pitalproducts.acme

Creator: Organization: ACME-Hospital-Division()

Created: 2022-03-19T06:39:562

CreatorComment: <text>Draft ACME INFUSION PoC II SBOM document in SPDX form
demaonstration purposes only</text>

#4# Packages

#4 2.4 Primary Component (described by the SBOM)

PackageMame: INFUSION

SPDXID: SPDXRef-4547b%db-bedS9-1b28-40d2-3b17cecldaaa

PackageComment: <text=PURL is pkg:supplier/ACME/INFUSION@ 1.0 </text>
ExternalRef: PACKAGE-MANAGER purl pkg:supplier/ACME/INFUSIONE 1.0
PackageVersicn: 1.0

PackageSupplier: Organization: ACME

Relationship: SPDXRef-DOCUMENT DESCRIBES SPDXRef-4547bSdb-bod-1b28-40d42-3
Relationship: SPDXRef-4547b9db-bod9-1b28-40d2-3b17cecldaaa CONTAINS NOME
PackageDownloadlocation: NOASSERTION

Filestnalyzed: true

PackagelicenseConcluded: MOASSERTIN

PackagelicenseDeclared: NOASSERTION

PackageCopyrightText: NOASSERTION

PackageFileMame: INFUSION.so

PackageChecksum: SHA256: c266f0196b28b45c42725117a 28fe2 Bb405%E 3a%ed 2ad466]]

#4 2.4 All-Levels Components

#4

PackageMame: Windows Embedded Standard 7

SPDXID: SPDXRef-c3e304f0-6e7c-b74b-4d47 -f508081e 0Bec
PackageComment: <text=PURL is pkg:supplier/Microsoft/Wind ows % 20 Embedded % 20
ExternalRef: PACKAGE-MANAGER purl pkg:supplier/Microsoft/Windows %2 0Em bedded 9|
PackageVersion: 6.1.7601
PackageSupplier: Organization: Microsoft
Relationship: SPDXRef-d2edcf56-44b9-b7cf-dBo0-9f5d7 3e0a 578 CONTAINS SPDXRef
f508081e08ec
Relationship: SPDXRef-c3e304f0-6e7c-b74b-4d4 7 -f508081elBec CONTAINS NOASSER]
PackageDownloadlocation: NOASSERTION
Filestnalyzed: true
PackagelicenseConcluded: NOASSERTION
PackageLicenseDeclared: NOASSERTION

HITACHI

Inspire the Next

SPDX Lite = spox{tisEonEs/ RS Tty

SPDX Lite

BRI — I EERE I (CFEN AR TIEE
IR =LARIOYTSAYPOIET S S =7 RV I TEAERK - B3R L

BJHE
EBROESRATRILEH

PR (Alt+Q)

A=Z LAFI+ B 74 BE Ex MR A7

a2 37
Package SPDK Packags DomnloadLocation

18
TFiles finalyzed

an
" PackageHomePags

Plaese write No 215 When i this componet is Cusl
218 816 8.

16 %20

817
" Comments o License ™ Copwright Taxt

T =38

=22
TrAlE

[T —UBPDK |17 =37
T

T = AT A DR
pi—ial AF)

ALl
(RIEROBE ales)

frem /|
14,14 g A ALITOING a5 266 pusx ke g Mhoems reresse

2081+ 1-patched ter 42

|SPORef-
lupload192

17

=Dt

(OSSR T h)

-M“d -
RN Sz EEINITE2

SO EFRTFAE

|GPL-2 D-cnly [TRUE,

fastreamer 10

[SPOHRer- 123 festreame 1 0-1122-10- oo
luplosd245 e

L1221

e

o7 FALSE

emel-medule—
i

[SPORer T -

Juphosd24} r-patchedtarss s/ e divedt

WIT [GPL-2 0-cnly FALSE

B

sheet1

R

(https://github.com/OpenChain-Project/OpenChain-JWG/tree/master/License-Info-Exchange/SPDX-Lite)
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Reh  YUa-SaTR=a— BB ANYh  BRSOIO-K  L<H3IHE

T ——— HizYU1—-33>AD0SSEHTI 0Y

ossE®BI04 SPDX Docu ment’éﬂﬁgva

TEIZ] ORFE—H (https://www.hitachi-
solutions.co.jp/oms/sp/blog/2021120101/)

SPDX-LiteTSBOMZ{F>Td#H &S

(https://www.hitachi-
solutions.co.jp/oms/sp/blog/2021120102/)

SPDX-Lite CSBOM%E{E> TH & SPDX Document%E##9 3 = = =it

2 t#+2U5r JOAA>  OpenChain

A 2 EX

o mou om0 wacre
SPDX FOSSA
oo HEHE o BAEHIER
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O Search or jump t0.. Pull requests Issues  Marketplace  Explore
& microsoft / shom-tool ' pubiic @watch 12 » || P Fok 21 | v | T¢ Star 362 -
<> code O Issues 10 §% Pullrequests ' @D Discussions @ Actions [0 Projects [ wiki @ Security |~ insights

¥ main - | P 7branches © 5tags Go to file Add file > m About

The SBOM tool is 2 highly scalable and

@ zotsw fix: GH action gen-docs need match file_pattem (+50) o 723383 19 hours ago D) 14 commiits enterprise ready tool ta create SPDX 2.2
compatible SBOMs for any variety of
github fix: GH action gen-docs need match file_pattem (#60) 19hoursago | artifacts.
docs Fixed documentation and add SBOM generation to the b.. 11 days ago ) o
samples Added a sample (£39) 11 days ago
P ple == Ve 0 Readme
scripts/uerification Initial commit 19daysago | &R M license
sic Fixed generation parameter docs (#58) 2daysago | @ Codeofconduct
¥ 362 stars
test Namespace and folder updates. (#41) 4days ago
@ 12 watching
O gitattributes Initial commit 19 days ago % 21forks
O gitignore Initial commit 19 days ago
[ COBE_OF CONDUCT.md Initial commit 19035300 | Releases 4
[ DirectoryBuildprops Initial commit 19 days ago © w13 (=)
[ DirectoryBuildtargets Added versioning target to fix versioning (240) 10 days ago

Microsoft®SBOMA %Y —JL[ Salus |
(https://github.com/microsoft/sbom-tool)

0SS, SR CORNN O
~» ReviewToolkit ./ fossology

SBOM{ERIEEEDHS0SSY—IL

SwiftBOM (5.2.7) - SBOM Generator for PoC and Demos

Document Name

Document Namespace

Creator

Created

Creator Comment

Component Name
L]

Version

Supplier Name

HITACHI
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clear | (DO

+ SPDX Lite @

NTIA Healthcare PoOCOSBOMA kYA M SwiftBOM |

(https://sbom.democert.org/sbom/)

Black Duck

e WhiteSource

FOSSA

OSSEIRY—)L TOERLIIFEE & FFERE |

(https://www.hitachi-solutions.co.jp/oms/sp/solution/lineup_tools/)
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St RIER |

Fess 1Bk

HR—b
(E

REFIBHR

JA>TFATR
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rF+1Us¢
IRIAVN

SBOM

End-of-Life
NARIAT N

OB

O =
a[a) =}

IRTAV R

SBOMIERDRA > b

o BEF—4
FEE  BE -SEEBLURREENTVBTEMBRT
SHBIT —TEREFETBIL

® iHDIFIEER
SBOMDtEREREEY)REHE —R(CHDII TE D5
BlFTHDL
sl FEAOERENMBEREN TVSIE

SBOMOHERMNRBRI - —R
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B SBOMZERAUREFIVTINAI AT N

(B8R —50H1]
« National Vulnerability Database(NVD)
(https://nvd.nist.gov/)
« Japan Vulnerability Notes(JVN)
SBOM S U7 (https://jvn.jp/) o
IRIATN ZOM, BEY-EIRE

A\ 4

fiess 115k

(RO IEHROEI]
« Component Name & Version of the Component
5l : Log4j version.2.4.1

TFIUTAIRSAD MO RER DYV I NI T T DRfESS S + Common Platform Enumerations (CPE)
5 : cpe:2.3:a:apache:logdj:2.4. 1k ok ok k kx
BEsNDRESE 1% (known vulnerability)
FIFIEF R PHAEIFRRE HARFEDIIZTICHVTEECH (TvE>H DT k)
RENTUW2MIEIEOL, [LERIEELPIL) . HEDFEHREL TCPEARRIFTBCL(CED., B %21 2/E55
» HEOHT1 VIV B]EE
HKHDMESSTE(unknown vulnerability) - cve-search(https://github.com/cve-search/cve-
FFRNCHEREINZ 0] 8EE D BARETE Dl [ERARYRES search) CEHIE=AUSH ETT—
BHE]

© Hitachi Solutions, Ltd. 2022. All rights reserved. 21
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