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SBOMDIEE:

M IZTUVIIAVR—RINE(E VIRNIITSATIUPES 1-ILETHD,
OSSYERAYVINIITHE N3 (BEREEIHHRW)

List of one or more identified components, their relationships, and other associated information
(OR=R2 MNEH)BLUENSDREL RS EIFHRO—E

Component Name Supplier Version Author | Hash UID | Relationship
Application Acme 1.1 Acme 0x123 | 234 | Primary
|- Browser Bob 21 Bob 0x223 | 334 | Included in
|--- Compression Carol 3.1 Acme 0x323 | 434 | Included in
Engine
|- Buffer Bingo 22 Acme 0x423 | 534 | Included in
[Framing Software Component Transparency: Establishing a Common Software Bill of Materials (SBOM)| Table24&bD © Hitachi Solutions, Ltd. 2022. Al rights reserved. 4
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# FRIEHE = ZE &R

1| BEIBHROHE BUT - T5AN— M) —BIOBELIBIROHBZHEL  IBLZNCLZFE(FITESE) | Section 2
DEHREFPHITEIREI S L CEROUAN-tF1UF1Zm L3,

2 | EHBHFOPA N\ —tF21)71DiERAE PORSAMZFIIFAETIVORA. 759G —EXOTF1VT1ONER, ZERBEE-0E | Section 3

SEZEOEARNBEFIITY-INORRERE, TF1YT1ORINTZIF 1 RRAL. &
HBBUECHEFHA N —tF1UT BEEOI A EEREZRIR I B,

3| YINIIPHISAFI—->EFaVT« | VIMIIZDRIFUEREF1UT(IBHMORMEESE. BAFREYIMIT | Section 4
DHEE 7 DFRFEDOEHDN—A51 > DEF1VT1IREREMU. VIMIIPYIS
1FI—EF1VF12HEHET D

4 | BAN-tFIVTHZEETRERDRIL BAFL REE P OYU—F - EEREZHBHZITN-F 1T ZLEAZER(EAK | Section 5
BYAN-BHORCEBEIN. MHESONEDHTL. YAN-tF1UT1%RETD
LD BRI MRS 1T OHEMNK) 2519 B,

5| BAN—A2STINIRORDDTLATYID | INTOEHEATHEBEN BRI RFEL TEIM I 2D —SNIFIReRITI 518, Section 6

YERX BAN—A>>7 > NI IEDT D DIZHER R T LA TV VERL TS B0
6 | EIBBHFRYRNI-ICHHFZH4/1/\—t+1 | EDR(Endpoint Detection and Response) DEIRHLVIFEHRILBDORE(CLD., & Section 7
DF11>37 > MEHomE E HBUFRY NI —DCHBII AN —tF 1T T Mo EE L& 82,
7 | EIBBAEOAES JMEEHEEDINE EIET(CHIF DTN —tFIUTAAR NIT OB EVERRL . SIBEH JMEIEEE Section 8
WMEIS.

XFACT SHEET: President Signs Executive Order Charting New Course to Improve the Nation’s Cybersecurity and Protect Federal Government Networks
(https://www.whitehouse.gov/briefing-room/statements-releases/2021/05/12/fact-sheet-president-signs-executive-order-charting-new-course-to-improve-the-nations-
cybersecurity-and-protect-federal-government-networks/ )2 &1ERU Tk,

© Hitachi Solutions, Ltd. 2022. All rights reserved. 8



1lin

2 -2 KIBSESICHFBSBOMBENERSIE HITAGH!,

S E R E3REIA
Section 4.(e) | UTFZED. VINIIT7THTFAFI—>0F1UT1DBIEDIZDDH A RSA > %FKITI B,

(i) fERtENZE )L RRIBOEF. EFERROEEER. ZERNDUVRAIN-ADRED LURHIET I A0, BIFWE) REORIBO—EB
THIEAEBNDKFONELLRIME, T-IES{E0FEA. ERL75- MBS LUHIN—1227 O MO IEEZ2S0EF17
RYIN17BIFRRIEZFIFEI 3.

(i) (HOTOERICEEL TWAEERI RN ZERKRL. BABNSEREINBEICIR M TS,

(iii) EFEEORVNY—-2]- R TS/ FI—2OHEFORSD. 1-ROEEHZHERIZ(BEMLY-ILEEREEOTOTRICLD),
(iv) TERAN. B EBRE., N—>3> BHTOT S LDV —ZEF(C, BRENOMESS BT RMESs E2 F v UEE I 3 (BEEY -
FFREZEOTOTRICLD),

(V) BABNSERINIZEIC. (i) I- ROEEHEOMHRH LU (iv)ESEHEOF Iy I HAEBDOEITIER ZIRMU. FHES LUERENTZURY

OEIEBEZSDINBDT7I230 05 T (AT ZIEHRE AR TERLICT 2.
(vi) [EMTERIOT =4, YINIT7I—REFEIDR-F MEFR(EEIR). VI NI PR ITOTAFEIZREBE LY - RI-F71DVYT K
DI7IVR=RI N V=)l B—EXOEIREEBRZ T .
(vii) BAECHLT, BREOYVIMNII7EImER (SBOM) ZEIERMHTID. V1T H41 NTLRRATS.
(viii) WEHSLURRZSOMIEEOMRITI S LICSET .
(ix) VIRNII7DF17HFEFECERL TWDEZEERRT 3.
(x) HBDERBDEID TEAEINZ0SSOTEMEFRKEE . RITOIREREEH CTHRIESLUSEHAT 2.

X Executive Order on Improving the Nation’s Cybersecurity(https://www.whitehouse.gov/briefing-room/presidential-actions/2021/05/12/executive-order-on-improving-
the-nations-cybersecurity/)&DEWERU TR,
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(Data Field) 12B84%. SBOMIERREBIR, A1 LRG> T
BHEMEYR-b BEMEOIHDES BEMEENIOTRCBEVTSBOMT -5 EA Y 212, SPDXI®
(Automation Support) CycloneDX. SWIDZE DLl Ttk AN Bl BEIR T —FTA— Y MW E
T3D742ETOER SBOMZL\D., EDLIICEFRUTHUET D SBOMYERNICH T DERE . ZRE RAN/BEA DL E. BcAncEifE, 77Xl
(Practices and Processes) | NENCEIIZEBHADTER fitl, ZRODFE
EBIMOT—4574—ILR SBOMODOERDEMAZICEITDHDEN | IVR—K PO\ 1B, F1THAIINIT1—ZDIEER. I>R—%> MEDES
(Recommended Data D7 —574=ILR 1RMEDERER. 1> XIEHR
Field)
Component Name Supplier Version Author | Hash UID | Relationshi
A Ii:ation Acr:: 1.1 Acme 0x123 | 234 | Prima p ’ @<3E_C\ rEEi/J\J*%ER_C\@D\ EFIJ}EH E El\] (:
i ' -~ U TR BRIER AR T INE
|- Browser Bob 2.1 Bob 0x223 | 334 | Included in o 3&@?5:&:(:&0'{@*:':(%)&;'\:@?5
|--- (égg;ﬁ;ession Carol 3.1 Acme | 0x323 | 434 | Includedin :I%*&T@é:&%%%&ﬁb—c,ﬂgﬁkgé
|--- Buffer Bingo 22 Acme 0x423 | 534 | Included in

%The Minimum Elements For a Software Bill of Materials (SBOM) (https://www.ntia.doc.gov/files/ntia/publications/sbom_minimum_elements_report.pdf)&DENERL THRA%.
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%SBOM Options and Decision Points(https://www.ntia.gov/files/ntia/publications/sbom_options_and_decision_points_20210427-1.pdf)&DEIERL Tk,
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RERNZSBOMIA—w bl

# I5H SPDX CycloneDX SWID
1 | IERXNAFR Software Package Data Exchange CycloneDX specification Software Identification(SWID) Tags
2 |k SPDX Specification CycloneDX 1.4 (2022/1/12U1)=X) -
v2.2.2(2022/4/28))—X)
3 | F#1E ISO/IEC 5962:2021 (SPDX v2.2.1) | - ISO/IEC 19770-2:2015
4 | $R—MEHK | The Linux Foundation SPDX Group OWASP Foundation -
5 | &R 20105 (FOSSBazaar) 20174 20064
6 | I7M{ILHZIX | RDF, XML, xlsx, tag-value, JSON, XML, JSON, Protocol XML
YAML Buffers(protobuf)

« WINOITA—YMEBRCACERINTVRED
s FEDESEKARAIICHBVWTEREBNREFRIZELZELRO>TVWREDEHD

wAY, 1-25—ZPRF—IHILY - DERICELT
U I ERCHIETE3LSLTHREN 53

%Survey of Existing SBOM Formats and Standards (https://www.ntia.gov/files/ntia/publications/sbom_formats_survey-version-2021.pdf)&DEIERU TR,
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XNTIA Software Transparency Healthcare POC How-To Guide for SBOM Generation
(https://www.ntia.gov/files/ntia/publications/howto_guide_for_sbom_generation_v1.pdf)2&E(TfERK. © Hitachi Solutions, Ltd. 2022. All rights reserved. 17
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International Medical
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it Princples and Practcesfor Medical Device Cybersecurty
Authoring Group: Medical Device Cybersccurity Working Group.
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%31 NHTSA, Draft Cybersecurity Best Prax

Cybersecurity, MAY 12, 2021

ctices forthe Safety of Modern Vehicles, Jan, 2020 35
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(https://devblogs.microsoft.com/engineering-at-microsoft/microsoft-open-sources-salus-software-bill-of-materials-sbom-generation-tool/)
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B® Microsoft | Engineering@Microsoft Deisiogs  Deieloper Techmology v Langusges v NETy  More

Microsoft open sources Salus software bill of materials
f (SBOM) generation tool

v
' 0] >
in
Danesh Kumar Adrian Diglio
Badlani

July 1

We are excited and proud to open source Salus Microsoft's software bill of materials (SBOM) tool. A
key of the Executive Order on Improving the Nation's curity, SBOM are ists of
ingredients that make up software components and provide organizations with insight into their
supply chain dependencies.

The Salus SBOM tool is a general purpose, enterprise-proven, build-time SBOM generator. It works
across platforms including Windows, Linux, and Mac, and uses the standard Software Package Data
Exchange (SPDX) format. (To see the previous announcement about our SBOM tool, please read
Generating Software Bills of Materials (SBOMS) with SPDX at Microsoft)
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